business continuity professional certification

business continuity professional certification is a crucial credential for professionals involved in
the planning and implementation of business continuity management (BCM) strategies. As
organizations increasingly recognize the importance of resilience in the face of disruptions, the
demand for skilled individuals with formal training in this area is on the rise. This article delves into
the significance of obtaining a business continuity professional certification, the various certification
options available, the benefits of certification, and the steps to achieve it. Whether you are a
seasoned professional or new to the field, understanding these aspects can significantly enhance your
career prospects and organizational effectiveness.
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Understanding Business Continuity

Business continuity refers to the processes and procedures that organizations put in place to ensure
that critical business functions can continue during and after a disaster or disruption. This can include
anything from natural disasters to cyber-attacks, and the aim is to minimize downtime and losses. A
comprehensive business continuity plan (BCP) typically involves risk assessment, strategy
development, and regular testing and maintenance of the plan.

Components of Business Continuity Planning

A robust business continuity plan involves several key components, including:

* Risk Assessment: Identifying potential threats and vulnerabilities that could impact business
operations.

* Business Impact Analysis: Evaluating the effects of disruptions on critical business functions.

e Strategy Development: Creating strategies to mitigate risks and ensure continuity of
operations.



e Training and Awareness: Ensuring that staff are trained and aware of their roles in the BCP.

* Testing and Maintenance: Regularly testing the plan and updating it as necessary to reflect
changes in the business environment.

The Importance of Certification

In an increasingly complex and unpredictable business landscape, the role of a business continuity
professional has become vital. Certification in this field not only validates an individual's expertise but
also enhances the credibility of the organization they represent. This is crucial for building trust with
stakeholders, clients, and regulatory bodies.

Industry Recognition

Business continuity professional certification is often recognized industry-wide, providing a
benchmark for knowledge and skills. Many organizations prioritize hiring certified professionals, as
this ensures that their BCM strategies are developed and executed by individuals who meet
established standards.

Compliance and Regulations

Numerous industries are subject to regulatory requirements regarding business continuity and
disaster recovery planning. Certification can help professionals ensure that their organizations comply
with these regulations, thereby avoiding potential legal and financial repercussions.

Types of Business Continuity Certifications

There are several recognized business continuity certifications available, each catering to different
levels of experience and areas of focus. Below are some of the most prominent certifications in the
field.

Certified Business Continuity Professional (CBCP)

Offered by the Disaster Recovery Institute International (DRII), the CBCP is one of the most recognized
certifications in the field. It is aimed at professionals who are responsible for developing and
managing business continuity programs.

Business Continuity Professional (BCP)

The BCP certification is offered by the Business Continuity Institute (BCl) and focuses on the skills
necessary to develop, implement, and manage effective business continuity programs in various



organizational contexts.

ISO 22301 Lead Implementer

This certification is based on the ISO 22301 standard for business continuity management systems. It
is designed for professionals who wish to lead the implementation of a business continuity
management system (BCMS) within an organization.

Benefits of Obtaining Certification

Investing time and resources into obtaining a business continuity professional certification offers
numerous benefits for individuals and organizations alike.

Career Advancement

Certification can significantly enhance an individual's career prospects. Many organizations view
certification as a valuable asset that can lead to promotions, salary increases, and enhanced job
security.

Networking Opportunities

Getting certified often provides access to a community of professionals in the field. This networking
can lead to valuable connections, mentorship opportunities, and the sharing of best practices.

Steps to Achieve Certification

The journey to becoming a certified business continuity professional typically involves several key
steps. Understanding this process can help aspiring professionals navigate their certification path
effectively.

Choose the Right Certification

The first step is to research and select the certification that aligns best with your career goals and
experience level. Consider factors such as industry relevance, prerequisites, and personal interests.

Preparation and Study

Once a certification path is chosen, preparation is essential. This may involve formal training courses,
self-study, and practical experience in business continuity planning.



Examination

Most certifications require candidates to pass an examination to demonstrate their knowledge and
skills. Familiarizing yourself with the exam format and content is crucial for success.

Continuing Education and Recertification

Maintaining certification often requires continuing education and periodic recertification. Staying
updated with industry trends and best practices enhances professional competence.

Future Trends in Business Continuity Certification

As the landscape of business continuity continues to evolve, so too does the relevance of
certifications. Emerging trends include a greater focus on cybersecurity measures, integration with
risk management processes, and the use of technology in business continuity planning.

Increased Emphasis on Cybersecurity

With the rise of cyber threats, business continuity professionals are increasingly required to have a
solid understanding of cybersecurity principles. Certifications may begin to incorporate these
elements more deeply into their curricula.

Integration with Organizational Resilience

Future certifications may also focus more on the broader concept of organizational resilience,
encompassing not just business continuity but also crisis management and emergency response.

Conclusion

Business continuity professional certification plays a vital role in equipping professionals with the
knowledge and skills necessary to ensure organizational resilience in the face of disruptions. As
businesses increasingly prioritize continuity planning, the value of certification is only expected to
grow. By pursuing certification, professionals not only enhance their career prospects but also
contribute to the overall stability and success of their organizations.

Q: What is business continuity professional certification?

A: Business continuity professional certification is a credential that validates an individual's
knowledge and expertise in developing and managing business continuity plans and strategies. It is
essential for professionals looking to enhance their skills in ensuring organizational resilience during
disruptions.



Q: Why is business continuity certification important?

A: Certification is important as it establishes credibility, demonstrates commitment to the field, and
ensures compliance with industry standards and regulations. It also enhances career opportunities
and networking within the professional community.

Q: What are the most recognized certifications in business
continuity?

A: Some of the most recognized certifications include the Certified Business Continuity Professional
(CBCP) from the Disaster Recovery Institute International (DRII), the Business Continuity Professional
(BCP) from the Business Continuity Institute (BCl), and the ISO 22301 Lead Implementer certification.

Q: How can | prepare for a business continuity certification
exam?

A: Preparation can include enrolling in formal training courses, studying relevant materials, gaining
practical experience in business continuity, and participating in study groups or workshops.

Q: What are the benefits of obtaining a business continuity
certification?

A: Benefits include career advancement, increased job security, networking opportunities, and
enhanced knowledge and skills relevant to managing business continuity effectively.

Q: How often do | need to renew my business continuity
certification?

A: Renewal requirements vary by certification body. Most certifications require continuing education
or professional development activities to maintain the credential, typically every three to five years.

Q: What is the future of business continuity certifications?

A: The future of business continuity certifications will likely see increased emphasis on cybersecurity,
the integration of business continuity with overall organizational resilience, and the adoption of
technology-driven solutions in planning and response strategies.

Q: Can | pursue business continuity certification online?

A: Yes, many certification programs offer online training and examination options, allowing candidates
to prepare and take the certification exam remotely, which enhances accessibility.



Q: What is the typical cost of obtaining a business continuity
certification?

A: The cost can vary significantly depending on the certification body, training materials, and
examination fees. Generally, candidates should expect to budget for several hundred to a few
thousand dollars.
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business continuity professional certification: The Guide to National Professional
Certification Programs Philip M. Harris, 2001 The job market continues to change. Highly skilled
and specialized workers are in demand. Traditional education cannot meet all the needs to create
specialty skill workers. Certification provides up-to-date training and development while promoting
individual or professional skills and knowledge in a focused manner. Certification as a way of
continuing professional eduction can also be more cost effective.

business continuity professional certification: Building an Enterprise-Wide Business
Continuity Program Kelley Okolita, 2016-04-19 If you had to evacuate from your building right now
and were told you couldn't get back in for two weeks, would you know what to do to ensure your
business continues to operate? Would your staff? Would every person who works for your
organization? Increasing threats to business operations, both natural and man-made, mean a
disaster could occur at any time. It is essential that corporations and institutions develop plans to
ensure the preservation of business operations and the technology that supports them should risks
become reality. Building an Enterprise-Wide Business Continuity Program goes beyond theory to
provide planners with actual tools needed to build a continuity program in any enterprise. Drawing
on over two decades of experience creating continuity plans and exercising them in real recoveries,
including 9/11 and Hurricane Katrina, Master Business Continuity Planner, Kelley Okolita, provides
guidance on each step of the process. She details how to validate the plan and supplies time-tested
tips for keeping the plan action-ready over the course of time. Disasters can happen anywhere,
anytime, and for any number of reasons. However, by proactively planning for such events, smart
leaders can prepare their organizations to minimize tragic consequences and readily restore order
with confidence in the face of such adversity.

business continuity professional certification: The Definitive Handbook of Business
Continuity Management Andrew Hiles, 2010-11-02 With a pedigree going back over ten years, The
Definitive Handbook of Business Continuity Management can rightly claim to be a classic guide to
business risk management and contingency planning, with a style that makes it accessible to all
business managers. Some of the original underlying principles remain the same - but much has
changed. This is reflected in this radically updated third edition, with exciting and helpful new
content from new and innovative contributors and new case studies bringing the book right up to the
minute. This book combines over 500 years of experience from leading Business Continuity experts
of many countries. It is presented in an easy-to-follow format, explaining in detail the core BC
activities incorporated in BS 25999, Business Continuity Guidelines, BS 25777 IT Disaster Recovery
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and other standards and in the body of knowledge common to the key business continuity institutes.
Contributors from America, Asia Pacific, Europe, China, India and the Middle East provide a truly
global perspective, bringing their own insights and approaches to the subject, sharing best practice
from the four corners of the world. We explore and summarize the latest legislation, guidelines and
standards impacting BC planning and management and explain their impact. The structured format,
with many revealing case studies, examples and checklists, provides a clear roadmap, simplifying
and de-mystifying business continuity processes for those new to its disciplines and providing a
benchmark of current best practice for those more experienced practitioners. This book makes a
massive contribution to the knowledge base of BC and risk management. It is essential reading for
all business continuity, risk managers and auditors: none should be without it.

business continuity professional certification: CISA Certified Information Systems
Auditor Study Guide Peter H. Gregory, Mike Chapple, 2024-12-11 Prepare for success on the 2024
CISA exam and further your career in security and audit with this effective study guide The CISA
Certified Information Systems Auditor Study Guide: Covers 2024-2029 Exam Objectives provides
comprehensive and accessible test preparation material for the updated CISA exam, which now
consists of 150 questions testing knowledge and ability on real-life job practices leveraged by expert
professionals. You'll efficiently and effectively prepare for the exam with online practice tests and
flashcards as well as a digital glossary. The concise and easy-to-follow instruction contained in the
2024-2029 CISA Study Guide covers every aspect of the exam. This study guide helps readers
prepare for questions across the five domains on the test: Information System Auditing Process;
Governance and Management of IT; Information Systems Acquisition, Development, and
Implementation; Information Systems Operation and Business Resilience; and Protection of
Information Assets. This study guide shows readers how to: Understand principles, best practices,
and pitfalls of cybersecurity, which is now prevalent in virtually every information systems role
Protect and control information systems and offer conclusions on the state of an organization's IS/IT
security, risk, and control solutions Identify critical issues and recommend enterprise-specific
practices to support and safeguard the governance of information and related technologies Prove
not only competency in IT controls, but also an understanding of how IT relates to business Includes
1 year free access to the Sybex online learning center, with chapter review questions, full-length
practice exams, hundreds of electronic flashcards, and a glossary of key terms, all supported by
Wiley's support agents who are available 24x7 via email or live chat to assist with access and login
questions The CISA Certified Systems Auditor Study Guide: Covers 2024-2029 Exam Objectives is an
essential learning resource for all students and professionals preparing for the 2024 version of the
CISA exam from ISACA.

business continuity professional certification: Edwards Disaster Recovery Directory
Edwards Information, LLC, 2007

business continuity professional certification: Managing Your Business Continuity
Planning Project Dr Goh Moh Heng, 2004-01-01 This book is written for those who are new to
Business Continuity planning and also as a reference for practitioner, who are assigned to initiate
the BC Planning (BCP) project in their organization. It aims to help you kick off the BCP project in
your organization, starting with the need to educate your Executive Management about the purpose,
process and importance of BC Management (BCM). It also covers other essential steps including
research, developing a BC framework, developing an action plan, establishing a project team,
budgeting and scheduling deadlines to ensure that the BC project meets expectations.

business continuity professional certification: Managing & Sustaining Your Business
Continuity Management Program Dr Goh Moh Heng, 2007-10-01 This book provides the
framework, processes, good practices and templates that are necessary to establish, maintain and
manage your corporate BCM program. It highlights critical success factors including sustaining
management buy-in, cultivating a 'business resiliency' culture, promoting structured training and
awareness programs. The book also shares with its readers an appreciation of the entire BCM
program as well as an analysis of how to strengthen BC knowledge.



business continuity professional certification: Building A Global Information Assurance
Program Raymond ] Curts, Douglas E. Campbell, 2017-07-27 Governments, their agencies, and
businesses are perpetually battling to protect valuable, classified, proprietary, or sensitive
information but often find that the restrictions imposed upon them by information security policies
and procedures have significant, negative impacts on their ability to function. These government and
business entities are

business continuity professional certification: Disaster Recovery Yellow Pages Steven
Lewis, 2004-11 A unique listing of over 3000 sources of disaster-recovery help, divided into over 355
categories - from smoke-odor counteracting and trauma counselors to emergency-food-kits, and
software for disaster-planning.

business continuity professional certification: CISA Certified Information Systems Auditor
Study Guide David L. Cannon, 2009-10-06 Prepare for CISA certification and improve your job skills
with the training you'll receive in this valuable book. Covering the very latest version of the exam,
it's packed with instruction on all exam content areas, including the most up-to-date regulations, IS
auditing best practices, and compliances. You'll find practical exercises and plenty of real-world
scenarios—just what you need for the CISA exam, and beyond. Note: CD-ROM/DVD and other
supplementary materials are not included as part of eBook file.

business continuity professional certification: A Supply Chain Management Guide to
Business Continuity Betty A. Kildow, 2011-01-12 A well-monitored supply chain is any business’s
key to productivity and profit. But each link in that chain is its own entity, subject to its own ups,
downs, and business realities. If one falters, every other link—and the entire chain—becomes
vulnerable. Kildow’s book identifies the different phases of business continuity program
development and maintenance, including: * Recognizing and mitigating potential threats, risks, and
hazards ¢ Evaluating and selecting suppliers, contractors, and service providers * Developing,
testing, documenting, and maintaining business continuity plans ¢ Following globally accepted best
practices ¢ Analyzing the potential business impact of supply chain disruptions Filled with powerful
assessment tools, detailed disaster-preparedness checklists and scenarios, and instructive case
studies in supply chain reliability, A Supply Chain Management Guide to Business Continuity is a
crucial resource in the long-term stability of any business.

business continuity professional certification: A Manager's Guide to Implement Your IT
Disaster Recovery Plan Dr Goh Moh Heng, 2009-04-01 This book prepares the reader to apply the
framework, principles and methodologies for implementing an IT disaster recovery plan. It uses the
writer's experience to enable you to deploy an internationally recognized DR planning methodology
with a strong foundation in conceptualizing, developing and maintaining an effective and efficient
DR plan.

business continuity professional certification: A Manager's Guide to ISO 22301 Standard
for Business Continuity Management System (LITE) Dr Goh Moh Heng, 2013 This book is written for
those who are new to Business Continuity Management (BCM) and also as a reference for
practitioners, who are assigned to initiate the BC planning (BCP) project in their organization using
the ISO 22301 Standard for Business Continuity Management System (BCMS). It applies the
author's experiences in getting several clients' organizations to successfully achieve the 1S022301
BCMS certification. This books is also for seasoned BCM professional to guide you through the BCM
implementation process.

business continuity professional certification: Developing Cybersecurity Programs and
Policies Omar Santos, 2018-07-20 All the Knowledge You Need to Build Cybersecurity Programs and
Policies That Work Clearly presents best practices, governance frameworks, and key standards
Includes focused coverage of healthcare, finance, and PCI DSS compliance An essential and
invaluable guide for leaders, managers, and technical professionals Today, cyberattacks can place
entire organizations at risk. Cybersecurity can no longer be delegated to specialists: success
requires everyone to work together, from leaders on down. Developing Cybersecurity Programs and
Policies offers start-to-finish guidance for establishing effective cybersecurity in any organization.




Drawing on more than 20 years of real-world experience, Omar Santos presents realistic best
practices for defining policy and governance, ensuring compliance, and collaborating to harden the
entire organization. First, Santos shows how to develop workable cybersecurity policies and an
effective framework for governing them. Next, he addresses risk management, asset management,
and data loss prevention, showing how to align functions from HR to physical security. You'll
discover best practices for securing communications, operations, and access; acquiring, developing,
and maintaining technology; and responding to incidents. Santos concludes with detailed coverage
of compliance in finance and healthcare, the crucial Payment Card Industry Data Security Standard
(PCI DSS) standard, and the NIST Cybersecurity Framework. Whatever your current responsibilities,
this guide will help you plan, manage, and lead cybersecurity-and safeguard all the assets that
matter. Learn How To - Establish cybersecurity policies and governance that serve your
organization’s needs - Integrate cybersecurity program components into a coherent framework for
action - Assess, prioritize, and manage security risk throughout the organization - Manage assets
and prevent data loss - Work with HR to address human factors in cybersecurity - Harden your
facilities and physical environment - Design effective policies for securing communications,
operations, and access - Strengthen security throughout the information systems lifecycle - Plan for
quick, effective incident response and ensure business continuity - Comply with rigorous regulations
in finance and healthcare - Plan for PCI compliance to safely process payments - Explore and apply
the guidance provided by the NIST Cybersecurity Framework

business continuity professional certification: Cybersecurity Policies and Strategies for
Cyberwarfare Prevention Richet, Jean-Loup, 2015-07-17 Cybersecurity has become a topic of
concern over the past decade as private industry, public administration, commerce, and
communication have gained a greater online presence. As many individual and organizational
activities continue to evolve in the digital sphere, new vulnerabilities arise. Cybersecurity Policies
and Strategies for Cyberwarfare Prevention serves as an integral publication on the latest legal and
defensive measures being implemented to protect individuals, as well as organizations, from cyber
threats. Examining online criminal networks and threats in both the public and private spheres, this
book is a necessary addition to the reference collections of IT specialists, administrators, business
managers, researchers, and students interested in uncovering new ways to thwart cyber breaches
and protect sensitive digital information.

business continuity professional certification: The Manager's Guide to Bullies in the
Workplace Vali Hawkins Mitchell, 2016-07-15 As a manager, you can usually handle disruptive
employees. But sometimes, their emotional states foster workplace tension, even making them a
danger to others. Your own confidence is at risk. In The Manager’s Guide to Bullies in the
Workplace: Coping with Emotional Terrorists, noted counselor Dr. Vali Hawkins Mitchell gives you
sensible advice for keeping the bully from dominating the workgroup and destroying productivity -
and maintaining your own healthy emotional balance at the same time. Sometimes the difficult
person is an overt physical bully, which makes it easy to simply fire the person. Much of the time,
however, the problems are more subtle and build up over periods of time. They undermine your
ability to manage your team - and they can spread to the rest of the team, destroying teamwork and
productivity. In this short book, Dr. Vali helps you to: Recognize the types of upsetting work
situations that bullies exploit to their own advantage, such as change, grief, and violence.
Understand why emotional terrorists make it so difficult for you, as a manager, to deal with their
behavior. . See the symptomatic tools and techniques of the emotional terrorist, such as harassment,
lying to supervisors, tampering with documents, etc. . Conduct training to help other managers and
team members recognize and handle the signs of impending emotional conflict - you will love the
“Snakes in the Schoolyard” exercise. . Know exactly what to say and not say when you must have a
one-on-one interview with someone you consider to be a bully. . Be an effective manager in a world
of challenges - protecting and preserving the mental health of your employees and yourself. . Dr.
Vali uses realistic examples and humor to help you handle the challenges you face - and to show the
degree to which she really understands your situation. With her guidance, you will be more




comfortable with knowing when you can handle the situation through simply being the good
manager, when you need to call in an outside mental health professional, and when you need to call
911.

business continuity professional certification: Change Management for Risk
Professionals James ]J. Leflar Jr, 2021-03-04 Change Management for Risk Professionals addresses
a need in the marketplace for risk professionals to learn about change management. Organizations
exist within a complex and changing environment. The changes within the organizational context
(e.g., societal, technological, and customer preferences) place pressure upon the organization to
remain relevant and competitive. Change is not inherently wrong; our perceptions of the change
make it negative or positive. A perceived negative change can become a real opportunity for
improvement if desired. Systemic degradation and irrelevancy are the results of an organization that
fails to acknowledge the reality of change. The book focuses on the dynamics of change management
with an eye toward the risk professional. There is a real need for an uncomplicated resource that
helps educate non-change management professionals involved in risk-oriented change initiatives.
Examples of risk disciplines are organizational resilience, business continuity, risk management,
crisis management, and security management, but any discipline or function within an organization
focuses on risk. Any organizational project is an initiative requiring dynamic change management
skills. The author brings his extensive experience to offer risk practitioners advice, industry
examples, and best practices to the change management process. Change Management for Risk
Professionals will be a welcome addition to enterprise-wide business continuity, crisis management,
disaster recovery, security management, and homeland security professionals wanting to learn the
secrets to becoming successful in initiating organizational change.

business continuity professional certification: Emergency Management for Healthcare
Leaders Kimberly Bailey, Thomas Crawford, 2025-03-26 The modern healthcare landscape is rife
with an array of potential emergencies, from natural disasters to public health crises, cybersecurity
threats to mass casualty incidents. This book provides healthcare leaders with a multifaceted
approach to emergency management that encompasses prevention, preparedness, response, and
recovery. The book is designed to empower healthcare executives, administrators, and upcoming
healthcare leaders with the knowledge, tools, and strategies necessary to navigate the complex
challenges of emergency management within the healthcare environment. As healthcare leaders
grapple with the unprecedented challenges of our times, this book provides a roadmap for their
journey. It is a roadmap rooted in the belief that healthcare leaders hold the key to resilience and
hope in moments of adversity. With limited resources in the current market on the topic of
emergency management for healthcare leaders, this book delves into the principles of disaster
preparedness, risk assessment, crisis communication, resource allocation, and recovery planning.
Moreover, the authors explore case studies and real-world examples to illustrate successful
strategies and lessons learned from past emergencies impacting hospital operations. Whether you
are a seasoned veteran or a rising star in healthcare leadership, this guide is tailored to help build
and strengthen the capacity to lead during times of crisis for any healthcare leader. The hope is that
this book will serve as a beacon of knowledge and guidance, helping all healthcare leaders and the
emergency managers who work alongside them to become more effective and resilient, capable of
steering an organization through challenging times with grace, precision, and compassion, thereby
playing a pivotal role in ensuring the safety and well-being of the patients, staff, and the
communities they serve.

business continuity professional certification: Information Technology Audits (2008) Xenia
Ley Parker, 2008-06 This up-to-the-minute guide helps you become more proactive and meet the
growing demand for integrated audit services in the 21st century. Wide-ranging in scope,
Information Technology Audits offers expert analysis, practical tools, and real-world techniques
designed to assist in preparing for and performing integrated IT audits. Written by a seasoned
auditor with more than 22 years of IT audit experience, Information Technology Audits provides the
first practical, hands-on look at how organizations use and control information to meet business



objectives, and offers strategies to assess whether the company's controls adequately protect its
information systems. Practice aids are available on a free companion CD-ROM.

business continuity professional certification: Introduction to the New Mainframe:
Security Rica Weller, Ross Clements, Ken Dugdale, Per Fremstad, Olegario Hernandez, William C.
Johnston, Patrick Kappeler, Linda Kochersberger, Abey Tedla, Jeff Thompson, Ashwin Venkatraman,
IBM Redbooks, 2007-04-26 This book provides students of information systems with the background
knowledge and skills necessary to begin using the basic security facilities of IBM System z. It
enables a broad understanding of both the security principles and the hardware and software
components needed to insure that the mainframe resources and environment are secure. It also
explains how System z components interface with some non-System z components. A multi-user,
multi-application, multi-task environment such as System z requires a different level of security than
that typically encountered on a single-user platform. In addition, when a mainframe is connected in
a network to other processors, a multi-layered approach to security is recommended. Students are
assumed to have successfully completed introductory courses in computer system concepts.
Although this course looks into all the operating systems on System z, the main focus is on IBM
z/OS. Thus, it is strongly recommended that students have also completed an introductory course on
z/OS. Others who will benefit from this course include experienced data processing professionals
who have worked with non-mainframe-based platforms, as well as those who are familiar with some
aspects of the mainframe environment or applications but want to learn more about the security and
integrity facilities and advantages offered by the mainframe environment.
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